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METHOD AND APPARATUS FOR DEVICE COMMUNICATIONS 

RELATED APPLICATION 

This disclosure claims priority pursuant to 35 USC 1 19(e) from U.S. provisional 
5 patent application serial No. 60/437,896, filed on January 3, 2003, by Lovy et al., titled 
"System for Controlling Networked Multimedia Devices," assigned to the assignee of the 
presently claimed subject matter. 



BACKGROUND 

10 This disclosure is related to communication devices, such as, for example, Internet 

capable wireless devices. 



Communication devices include, for example, devices capable of transmitting 
and/or receiving digital data. Such devices may also include devices capable of 

15 accessing the Internet, for example. Communication devices, therefore, may include, for 
example, personal computers, personal digital assistants (PDAs), wireless telephones, 
and/or wireless access points, although these are just a few examples of communication 
devices. One issue that arises in connection with communication devices is the sharing of 
data, such as digital data, amongst one or more of these devices. Techniques for 

20 establishing and/or improving the ability of these devices to share data seamlessly, for 
example, continue to be desirable. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

Subject matter is particularly pointed out and distinctly claimed in the concluding 
portion of the specification. The claimed subject matter, however, both as to organization 
and method of operation, together with objects, features, and advantages thereof, may 
5 best be understood by reference of the following detailed description when read with the 
accompanying drawings in which: 

FIG. 1 is one embodiment of a Local Area Network (LAN); 

FIG. 2 is one embodiment of a network hierarchy having multiple layers; 

FIG. 3 is one embodiment of a physical device that may be abstracted as three 
10 logical devices; and 

FIG. 4 is one embodiment of a LAN coupled to a remote device through a proxy 
service. 
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DETAILED DESCRIPTION 

In the following detailed description, numerous specific details are set forth to 
provide a thorough understanding of the claimed subject matter. However, it will be 
5 understood by those skilled in the art that the claimed subject matter may be practiced 
without these specific details. In other instances, well-known methods, procedures, 
components and/or circuits have not been described in detail so as not to obscure the 
claimed subject matter. 

10 Communication devices may include devices capable of transmitting and/or 

receiving data, such as digital data, which may include accessing the Internet, and/or 
accessing a network, such as a Local Area Network (LAN), for example. Likewise, in this 
particular context, digital communication devices may include, for example, personal 
computers, personal digital assistants (PDAs), wireless telephones, wire line telephones, 

15 global positioning systems, digital media devices, such as wireless audio players and/or 
digital cameras, and/or wireless access points, although these are just a few examples. In 
this context, digital data, in particular, may include audio, video, or imaging data, for 
example, and may additionally be referred to as multimedia data. Communication devices, 
such as those just described, for example, may include the capability to send, receive, 

20 and/or execute digital data, and mayfurther include the capability to record, store, play 
and/or provide data to one or more other devices, such as, for example, devices 
communicative coupled to a network, for example. 
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An issue that arises in connection with communication devices, as previously 
suggested, includes the ability to share or transmit data, such as digital data, between one 
or more devices. A user, for example, may wish to share data between one or more 
devices, such as, for example, by providing a digital audio file from a personal computer to 
a digital audio player. However, such sharing and/or transmitting of data may be difficult in 
environments in which the devices are not specifically designed to interoperate. In the 
previous example, as one illustration, it may not be possible for the personal computer 
and digital audio player to communicate either physically, because, for example, signals 
may not be transmitted and received between the devices. Likewise, it also or alternately 
may not be possible for the devices to communicate logically, because, for example, the 
devices do not operate in accordance with the same protocol, for example. Thus, 
typically, even if the devices were able to transmit and receive signals between them 
physically, these devices may nonetheless operate in accordance with different data 
protocols and/or signaling conventions. This may, thus, hinder interoperability and/or 
communication. Furthermore, conventional techniques for sharing digital data may be time 
consuming, and may additionally involve configuration of one or more devices and the 
like. For example, the audio file might be downloaded to a disk or CD and the disk or CD 
may then be inserted into the digital audio player; however, still, the digital audio player 
must have the ability to recognize the data format on the disk or CD. Thus, as this 
example illustrates, techniques for improving the ability of digital communication devices to 
share digital data continue to be desirable. 

In one embodiment, and without intending to limit the scope of the claimed subject 
matter in any way, a first device, such as a first digital communication device, may be 
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employed to transmit and/or receive digital data by requesting a connection to a physically 
separate second device, such as a second digital communication device. The physically 
separate device may then provide a connection, and the first device may request a 
particular set of data. The second device may then transmit the requested set of data, 
5 and the first device may receive it. For this data transaction to occur, however, it is 

desirable for the devices to have the ability to communicate logically. Again, as suggested 
above, typically, dissimilar communication devices, and even similar communication 
devices provided by different manufacturers, for example, are not designed with this ability 
present. 

10 

More typically, devices, such as those described, for example, may transmit and/or 
receive digital data by use of one or more data protocols and/or by use of one or more 
communications media. In this context, a communications medium may comprise any 
medium capable of carrying data signals, such as twisted-pair copper wires, coaxial cable, 

1 5 fiber optic cable, and/or radio or infrared frequencies, as just a few examples. A data 
protocol may comprise a set of instructions by which data signals are transmitted over a 
communications medium. For example, without intending to limit the scope of the claimed 
subject matter, a protocol may comprise a packet-based data transfer protocol, such as 
Transmission Control Protocol (TCP), defined by the Internet Engineering Task Force 

20 (IETF) standard 7, Request for Comments (RFC) 793, adopted September, 1 981 , 
hereinafter referred to as "TCP"; User Datagram Protocol (UDP), as defined by IETF 
standard 6, RFC 768, adopted in August, 1980, hereinafter referred to as "UDP"; and/or 
File Transfer Protocol (FTP), defined by the Internet Engineering Task Force 
(IETF), Request for Comments (RFC) 959, adopted October, 1985, hereinafter referred to 
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as "FTP". Additionally, a network layer protocol may be utilized, such as Internet Protocol 
(IP), as defined by IETF standard 5, RFC 791, adopted in September 1981, hereinafter 
referred to as "IP"; however, as previously indicated, these are just examples, and the 
claimed subject matter is not so limited. Additionally, a communication device may be 

5 configured to operate with a digital cellular radio network, such as a Global Systems for 
Mobile Communications (GSM) network, and may be configured to communicate by use 
of one or more cellular protocols, including General Packet Radio Service (GPRS) and/or 
Code Division Multiple Access (CDMA), as just a few examples. GSM standards are 
defined by the European Telecommunication Standards Institute (ETSI), and more 

10 information may be obtained on the World Wide Web at the following URL: 

http://www.etsi.ora . Additionally, information regarding GSM, GPRS and CDMA 
specifications may be obtained from the 3 rd Generation Partnership Project (3GPP), at the 
following URL: http://www.3gpp.org. 



15 Referring to FIG. 1 , there is illustrated one embodiment of a Local Area Network in 

accordance with the claimed subject matter, here, designated network 100. Network 100 
comprises a plurality of dissimilar devices. In this context, the term dissimilar devices 
refers to two or more devices that operate in accordance with standards, protocols or the 
like, such as communication standards, for example, that are not designed and/or 

20 intended to interoperate. For example, without loss of generality, examples of dissimilar 
devices may include: a mobile device, a residential gateway, a home entertainment 
device, such as a digital video recorder or personal video recorder, a personal digital 
assistant, home security and monitoring devices, a cell phone, a video camera, in 
essence, any device capable of having an IP address, or the equivalent. In this particular 
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embodiment, some of the devices are networked together by use of access point 1 12, 
although the claimed subject matter is not limited in scope in this respect. These devices 
on the LAN include a computing device 102, which may comprise a personal computer, 
for example; a storage device 104, which may comprise a network storage device capable 
5 of storing digital data; a remote control device 106, which may have the capability to 
remotely control one or more devices of network 100, for example; and digital media 
devices 108 and 1 10, which may include the capability to read, store, and/or execute one 
or more digital data files. In this particular embodiment, coupled to digital media devices 
108 and 110 respectively are an audio device 114 and a video device 116, which may 
10 include the capability to receive electronic signals, such as digital and/or analog signals, 
from the respective digital media devices, and may additionally include the capability to 
convert and/or modify these signals to audio and/or video, for example. 

As may be seen from FIG. 1 , devices 114 and 1 16 are not directly networked with 
1 5 other devices on the network through access point 112, but, rather, are coupled to 
respective networked devices 108 and 1 10. In this embodiment, while not all of these 
devices may be capable of being networked directly, in this particular embodiment, the 
devices are capable of a connection to a device directly coupled to the network. In this 
context, "connection" may refer to a logical connection, a physical connection, a functional 
20 connection, such as a communicative connection, and/or any combination thereof. In this 
particular context, a logical connection refers to a connection in which the particular format 
of a signal or other communication sent by a transmitting party, entity and/or device is 
capable of being comprehended by the receiving party, entity, and/or device. Typically, the 
particular connection will be clear from the usage in the particular context. 

8 
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Continuing with this example, a system, such as network 100, may comprise a 
plurality of devices communicating by utilizing any number of protocols, communications 
media, and/or interfaces, for example. For example, although illustrated as a network 
5 coupled by access point 112, this is just one example of a particular embodiment. In an 
alternate embodiment, for example, one or more devices may be coupled by one or by a 
combination of different communications media, interfaces, and/or protocols, for example, 
as explained in more detail hereinafter. Likewise, a digital communication device for this 
particular embodiment may have the capability to access another device on the network, 

10 such as, for example, a network storage device, by anyone of a variety of mechanisms, 
including radio waves, infrared signals, a TCP/IP network connection, a GSM connection, 
and/or a Universal Serial Bus (USB) connection, for example, although, again, the claimed 
subject matter is not so limited. The USB specification, revision 2.0, is defined by the USB 
implementers forum, released April, 2000, ("USB"), available from the USB implementers 

15 Forum, 5440 SW Westgate Dr., Suite 217, Portland, Oregon 97221. More information is 
available on the World Wide Web at the following URL: http://www.usb.oro . 

Continuing with this particular embodiment, such as illustrated in FIG. 1, at least 
some of the devices are configured to communicate by use of a common data format, 
20 and/or a common protocol. The common data format and/or common protocol, in this 
particular embodiment, may provide a standard interface for devices on the network to 
share data, and as well may provide the capability for one device to access the software 
and/or hardware of another device, for example. A network in accordance with the claimed 
subject matter, such as network 100, for example, may comprise an ad-hoc network, 

9 
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meaning, in this context, that a device may join or leave the network at unspecified times. 
Additionally and/or alternatively, a network may comprise a peer-to peer-network, 
meaning, in this context, that the devices on the network may include the capability to 
communicate directly, rather than through an interface or server, for example. Of course, 
the claimed subject matter is not so limited, and the network may comprise any 
combination of ad-hoc, peer to peer, and/or other types of networks, which may further 
depend, for example, on the types of devices coupled to the network. However, regardless 
of the network type, the communications media, communication protocols, and/or physical 
characteristics of the devices coupled to the network are substantially transparent, in this 
particular embodiment, from the viewpoint of an end-user or device accessing one or more 
devices on the network, as described in more detail hereinafter. 

This particular interface may comprise a layered functional hierarchy, which may 
comprise one or more functional layers, for example, as described in more detail 
hereinafter. In one such embodiment, the multiple layers of a layered functional hierarchy 
may comprise protocol layers. Furthermore, a protocol layer of a hierarchy may perform 
services for one or more other protocol layers of the network hierarchy, such as higher 
layers, and may provide an interface between one or more other protocol layers. Thus, 
this mechanism allows devices to communicate through corresponding protocol layers of a 
common interface, for example, as described in more detail hereinafter. 

A common interface, as described above for this particular embodiment, may 
provide the ability for devices on a network to communicate with other devices on a 
network and/or devices outside a network, for example, in situations in which the devices 

10 
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may not be designed to interoperate and/or do not employ a common platform, common 
protocols or interfaces, or the like. As described in more detail below, devices using a 
layered functional hierarchy may be capable of finding other devices on the network, 
communicating with other devices, and/or controlling other devices, despite the lack of 
5 commonality previously described. For this particular embodiment of a layered functional 
hierarchy, one or more components of one or more layers may be implemented in 
software, such as Java or C++, for example, although the claimed subject matter is not 
limited to employing Java, C++, or to any particular programming language. 

10 This particular embodiment of a layered functional hierarchy may be better 

understood with reference to FIG. 2. FIG. 2 illustrates devices 122 and 124 which may 
operate in accordance with one or more layers of a layered functional hierarchy. This 
layered functional hierarchy, as stated previously, may provide the capability for these 
devices to communicate with each other and/or other devices, for example, by 

15 establishing a common interface. Layered functional hierarchy 126, in this embodiment, 
comprises an operating system layer 128, a protocol layer 130, and a device abstraction 
layer 132. For this particular embodiment, hierarchy 126 provides a communications 
interface between hardware 138 and application 136 of devices 122 and 124. Additionally, 
communications links 134 provide a mechanism by which devices 122 and 124 may 

20 mutually communicate. For example, here, communication may take place via protocol 
layer 130 and/or abstraction layer 132, in this embodiment. Additional details regarding 
the mechanisms employed in this particular embodiment for communications to take place 
between is explained in more detail below. 
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In this embodiment, hierarchy 126 comprises three layers, which may have differing 
functions, although it is important to note that the claimed subject matter is not limited to 
any particular number, arrangement and/or layer functionality. Protocol layer 130 may 
comprise one or more protocols, which may also include particular data formats, and may 
5 be used to perform a variety of operations. In this embodiment, and referring to device 
122, protocol layer 130 comprises two protocols, discovery protocol 140 and messaging 
protocol 142, although other embodiments may, of course, include additional protocols 
and/or different protocols. While the claimed subject matter is not so limited, discovery 
protocol 140 includes the capability to find one or more other devices on a network, such 
10 as network 1 00 of FIG. 1 , for example. Messaging protocol 1 40 includes the capability to 
send and/or receive data from one or more other devices on the network, and/or make 
requests for data to one or more devices. 

Discovery protocol 140, in this embodiment, may be used by a device coupled to 
the network to find, or discover, one or more other devices coupled to the network. In this 
particular embodiment, this comprises a substantially automated process. For example, a 
device may perform a device discovery process by using discovery protocol 140 in a 
situation in which a connection to the network is initially established. Thus, in this 
particular example, a device, when joining a network, may initiate a discovery request as a 
broadcast message to any and all other devices on the network. This may be performed, 
for this particular embodiment, by transmitting a packet to any and all other devices on the 
network by use of a packet-based data transport protocol, such as UDP, as just an 
example. At some time after receipt of the packet, in this embodiment, a device may 
respond to the broadcasting device with a discovery response message. This message 

12 
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may comprise a packet contain information relating to the device type, its IP address, 
and/or other information, for example. Once the broadcasting device receives one or more 
discovery response messages, the device may use this information to at least partially 
determine a network map or network topography, which may include information such as 
devices on the network, device IP addresses, or the like. In one embodiment, the devices 
on a network may periodically verify the network map or topology. This may be performed 
by sending a message to one or more devices identified in the particular device's network 
map. This may comprise a "ping" signal or packet, for example. A device that receives a 
ping packet may send a response packet, and if a response packet is received by the 
device that sent a ping packet, the device may be able to determine that the responding 
device is active. 

Messaging protocol 142, in this embodiment, may be used after a device has at 
least partially created a network map, by use of discovery protocol 140 in this particular 
embodiment, for example, although, of course, as previously indicated, the claimed 
subject matter is not limited to the protocols of this particular embodiment. Messaging 
protocol 142, in this embodiment, may be used to initiate requests, such as a request for 
data, for example. It may also be used to provide information from one device to many 
devices, for example. 

In this particular embodiment, the messaging protocol may be used by a device to 
request data from another device. This protocol may be used, for example, as a request- 
response protocol, which, in this context, refers to a protocol based at least in part on a 
source/target model, on which a source device sends a request, a sub-action such as an 

13 
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echo from the target verifies the request, the target sends a response, and a sub-action 
such as an echo from the source verifies the response. In this context, the term echo 
refers to a return signal acknowledging that a packet arrived at its intended destination. 
For example, a device requesting data may send a request to another device, based at 
5 least in part on the network map created by use of discovery protocol 140. The device 
receiving the request may generate an echo, which may acknowledge that the request 
was received. The receiving device may then fulfill the request, such as by transmitting 
the requested data to the requesting device. The requesting device may then 
acknowledge fulfillment of the request by sending a sub-action, such as an echo. For 

10 example, and referring to FIG. 2, device 124 may request a file from device 122. This 
request may be sent as a packet by use of messaging protocol 142 of protocol layer 130. 
The request may be received by device 122, and device 122 may respond to the request, 
such as by transmitting a packet or other signal as an echo, by use of messaging protocol 
142 of protocol layer 130. Device 122 may then fulfill the request of device 124, by 

15 transmitting the particular file to device 124. However, this is just one embodiment, and 
the claimed subject matter is not limited to this particular example of implementation of a 
messaging protocol. 

Abstraction layer 132 provides an abstraction of logical functions of a device, or of 
20 a combination of devices. For example, a digital multimedia device may include device 
functions including reading and/or executing digital media files, and/or playing digital 
media files. Such a digital multimedia device may be capable of, for example, reading one 
or more files from a separate device, such as a storage device. These device functions 
may be abstracted into functions, such as logical functions, for controlling a device, 
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executing data files, recording data files, and/or storing data files, as a few examples. In 
this context, the term abstracted with reference to a physical device refers to viewing 
specific selected operations divorced from the physical mechanism that results in those 
specific selected operations being executed or performed. For example, a digital audio 
5 player may incorporate a logical device for accessing digital files, and/or a logical device 
for storing, for example, to perform its functions. Thus, logical devices comprise 
abstractions of the functionality of a physical device. Abstraction layer 1 32, in this 
embodiment, therefore, includes an abstraction of these differing functions/logical devices, 
to provide for a common interface for communication between the physical devices and for 
10 performing desired tasks. 



For example, and referring to FIG. 3, there is illustrated a digital communication 
device 150, which may comprise a digital audio device, with one or more of the physical 
device functions abstracted into one or more logical device functions, as previously 

15 described. As illustrated in FIG. 3 digital communication device 150 comprises control 
panel 152, communication interface 154, audio output port 156, and three logical devices, 
logical control device 158, logical media server device 160, and logical playback device 
162. As stated previously, physical device 150 may perform serving, playback, and/or 
controlling. However, in this particular embodiment, for convenience and ease of 

20 implementation, these functions are defined as separate logical devices, even if the same 
or essentially the same hardware components and/or interfaces, for example, are 
employed to perform more than one logical device functions. For example, device 150 
may include the capability to read and/or execute a digital audio file, by providing the 
output signals to audio output port 156. However, logical control device 158 may initiate 

15 



Docket 005.P001 



execution of a digital audio file by commanding logical media server device 160 to find a 
digital audio file in device memory (not shown). The logical media server device may 
locate the file, and provide a portion of the file to the logical playback device. The logical 
playback device may execute the file, resulting in output signals, such as analog output 
signals, for example, to be provided to audio output port 156. The above-described 
process it may turn out, for example, is executed by one integrated circuit, for example. 
However, these logical functions, for this particular embodiment, may be abstracted so 
that they appear as distinct logical devices via abstraction layer 132. 

Referring to FIG. 2, operating system layer 128 of layered functional hierarchy 126 
may provide access and/or an interface to one or more logical devices defined by 
abstraction layer 132. In this particular embodiment, operating system layer 128 thereby 
may provide the capability to communicate with one or more of the logical devices existing 
on one or more of the physical devices coupled to the network, such as network 100 of 
FIG. 1. Furthermore, in this particular embodiment, operating system layer 128 may at 
least partially utilize hardware layer 138, it may distinguish between one or more logical 
devices, and/or it may have a single interface to communicate with one or more logical 
devices that may be present in physical devices coupled to the network. 

For example, in one embodiment, a network, such as network 100, may include a 
computing device with a storage component capable of storing digital data, such as a 
digital audio file. The storage component may comprise a networked storage device, for 
example. The network may additionally comprise a digital audio player, a stereo system 
coupled to the digital audio player, and/or a remote control device, which may be 

16 
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configured to control one or more functions of one or more components on the network, 
such as one or more functions of the digital audio player, for example. The network may 
additionally comprise a gateway, which may provide communication between devices on 
the network and devices not on the network, and/or other networks, for example. 
Abstraction layer 132 of FIG. 2 may, therefore, employ several logical devices to 
communicate with these physical devices. 

In this particular embodiment, logical devices, such as those previously described, 
for example, may be categorized into function categories. For example, logical devices 
may include storage devices, server devices, control devices, record devices, and/or 
playback devices, to provide a few examples. Storage devices, in one embodiment, may 
include computing devices, such as file servers, and/or may additionally include other 
types of devices which utilize one or more types of storage, such as digital storage, 
including, for example, magnetic disk memory, optical disk memory, and/or one or more 
types of Random Access Memory (RAM) or Read Only Memory (ROM), for example. A 
logical storage device may include one or more memory devices or the memory functions 
of one or more devices, for example, again, logically abstracted into a device. Storage 
devices may include the capability to organize, and/or navigate a set of files, such as by 
creating a file directory, for example. Server devices may include the capability to provide 
and/or receive files, such as media files, and/or the capability to store, organize, read 
and/or determine characteristics of files, such as by meta-tags or by reading bit streams, 
for example. In one embodiment, for example, a server device may operate in conjunction 
with several storage devices, and/or provide an interface for accessing files stored on a 
plurality of storage devices. 

17 
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Control devices, in this particular embodiment embodiment, may be used to 
operate one or more physical devices coupled to the network and/or one or more logical 
devices. A control device may have access to several physical devices, such as by having 
5 an abstracted control device created from a plurality of devices. For example, a control 
device may have a user interface or a play button as part of the user interface. The play 
button, as one example, may comprise an abstracted operation of two or more device 
functions, such as by initiating a server to provide a file to a digital audio player and/or 
initiating a digital audio player to play the file. A user interface, in another embodiment, 
10 may provide an interface to another device coupled to the network, such as a PDA, for 
example. The PDA may include controls to operate one or more of the functions of one or 
more other devices coupled to the network and/or may additionally include the capability 
to act as a networked device itself, such as by transmitting data across a network, for 
example. 

15 

Record and/or playback devices, in this particular embodiment, may perform 
functions including obtaining data, streaming data, and/or providing an interface between 
data and a device, such as an analog device, for example. Record and/or playback 
devices may include the capability to manage data transfer, such as by use of buffering 
20 and/or queuing, in order to transfer data at a desirable rate, for example. These devices 
may perform file transfers, for example, from a media server to a media player, and may 
perform these file transfers by use of one or more data protocols, such as TCP or UDP, for 
example. 

18 
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In another embodiment, a digital communication device, such as a wireless phone, 
for example, may not be networked with other devices, but may request to be coupled to 
one or more other digital communication devices located on a network, such as a LAN, for 
example. In this embodiment, the device may, for example, utilize a proxy service to 
5 manage and/or establish a connection, such as a logical connection, with one or more 
devices located on a LAN. Referring to FIG. 4, there is illustrated as system 170, which 
may employ one or more of the preceding embodiments, as well as a connection service, 
such as proxy service 182, for example. Proxy service 182 may comprise a plurality of 
functional devices, including a connection manager 188, an account and permissions 

10 database 184, and an authentication device 186, in this particular embodiment. LAN 172 
may comprise a plurality of devices, such as, for example, media devices 1 74 and 1 76, 
remote control 178, and a gateway 180, which may comprise logical devices abstracted 
from one or more digital communication devices, utilizing one or more layers of layered 
functional hierarchy 126 of FIG. 2, for example, and may additionally be configured to 

15 provide a logical connection to proxy service 182, for example. In this embodiment, proxy 
service 182 may provide a logical connection to one or more remote devices, such as 
remote device 190, for example, which may comprise a digital communication device, 
and/or a logical device abstracted based at least in part on layered hierarchy 126. Proxy 
service 182 may provide functionality resulting in a logical connection being established 

20 between LAN 1 72 and remote device 1 90, for example, which may allow one or more 
devices of LAN 172 to transmit and/or receive data, such as multimedia data, from remote 
device 190. Particular functions and/or details regarding one or more of the devices of 
FIG. 4 will be explained in greater detail hereinafter. 
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In this embodiment, proxy service 182 is comprised of a plurality of devices, which 
may comprise physical and/or logical devices, for example, although it is important to note 
that this just one embodiment and the claimed subject matter is not so limited. For 
example, a physical device, such as a computing device comprising a server for example, 
5 may be configured to perform the functions of proxy service 1 82. Proxy service 1 82, in 
this embodiment, includes a database 184, which may contain account data and/or 
permission data, for example. Proxy service 182 may additionally include authentication 
device 186, which may be configured to authenticate a requestor, and/or verify that 
permission exists for a requested connection. Authentication device 186 may additionally 

10 include functionality to apply business rules, for example, such as permission levels, billing 
scenarios, which may be based on the features provided to a user, for example, or how 
many users may utilize a particular connection, as just a few examples. Proxy service 182 
may additionally comprise connection manager 188. Connection manager 188 may 
include the capability to establish logical connections between two or more devices, such 

1 5 a device on LAN 1 72 and remote device 1 90, for example. 

In operation, proxy service 182 may perform the following functions, although it is 
important to note that while these functions may be described as separate and distinct, 
this is just one embodiment. A device, such as a multimedia device residing on a LAN, 
20 such as LAN 172, may request a connection to a remote device, such as device 190. In 
this particular embodiment, as a result of a request from a device on LAN 172, gateway 
180 may send a request to proxy service 182, wherein the device may request a 
connection with remote device 190, for example. It is noted, however, that in alternative 

20 
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embodiments, devices on LAN 172 may connect with remote device 190 through proxy 
service 1 82 without employing a gateway, such as gateway 1 80. 

Proxy service 182 may receive the request, and, more specifically, in this particular 
embodiment, authentication device 186 may receive the request. The request may contain 
data relating to a particular account or user, such as an account number, and/or may 
additionally contain security data, such as a password, a public or private key or the like. 
Additionally, the request may contain data relating to the remote device, as well as data 
relating to the type of data requested from the remote device, for example. Authentication 
device 186 may use this data to authenticate a user or a device making the request. This 
may be performed by accessing account database 184 in this particular embodiment, for 
example. Account database 184 may contain account information allowing the 
authentication device to authenticate a requesting device, for example, and may 
additionally contain a set of permissions, which may determine if this particular user, for 
example, has permission to make the requested connection, for example. Additionally, the 
database may perform one or more types of "rights" management, which, in one 
embodiment, may comprise determining if a requesting device has the authority to perform 
the requested function, such as accessing a particular file, for example. 

Once the requesting device is authenticated, the authentication device may provide 
at least a portion of the data to connection manager 188. Connection manager 188 may 
establish a connection to the requested device, which may be remote device 190, for 
example, and may establish a logical connection between the requesting device and the 
requested device, for example. This connection may be established by using a TCP port 
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on the requesting device and the remote device 190, and may be configured to utilize a 
data protocol, such as Hypertext Transfer Protocol (HTTP), revision 1.1, defined by the 
World Wide Web Consortium, Request for Comments (RFC) 2616, ("HTTP"), adopted 
June 1999, revision 1.1. More information is available on the World Wide Web at the 
5 following URL: http://www.w3c.ora . For example, TCP port 80 may be employed in one 
embodiment, although the claimed subject matter is not limited in scope in this respect. In 
this particular embodiment, the request information may contain an IP address of the 
requesting device and an IP address of the requested device. Connection manager 1 88 
may, therefore, in this embodiment, access a port on the respective devices, and establish 
10 a logical connection. 

Regardless of whether a remote device, such as device 190, or a LAN, such as 
LAN 172, requests a connection, proxy service 182, for this particular embodiment, may 
perform authentication and/or connection services substantially in the manner previously 

15 described. The requesting device, may, for example, comprise an Internet capable 

wireless phone, and may request a connection to a remote LAN to provide or obtain data, 
such as a digital image and/or other digital data, for example, or may request a connection 
to a LAN in order to access the internet, for example. Additionally, a device on a LAN, 
such as a multimedia device, may make a request to obtain digital data, such as a digital 

20 music file, for example, from a remote device. In this particular embodiment, the request, 
authentication, and connection process may, therefore, be substantially as described 
above to perform this particular type of data transfer, although the claimed subject matter 
is not limited in scope in this respect. 
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It is further noted that in alternative embodiments LAN 172 may instead comprise a 
traditional Wide Area Network (WAN), a Wireless Local Area Network (WLAN), and/or 
another type of network. In this embodiment, however, as previously described, LAN 172 
comprises a plurality of media devices, such as 174 and 176, which may include, for 
example, digital multimedia players, data libraries, digital data servers, and/or any number 
of types of digital media devices. 

One or more of the media devices of LAN 172 may comprise a device capable of 
executing a digital audio file, such as an MP3 file, for example, and may be capable of 
communicating with other devices through a communications media, such as radio waves, 
for example. The MPEG-1 Layer 3 Audio Codec (mp3), is defined by the Moving Pictures 
Expert Group (MPEG), under the International Standards Organisation (ISO), developed 
1992, ("mp3"), available on the World Wide Web at the following URL: http://www.mp3- 
tech.ora . 

One or more of the media devices may comprise a digital data library, for example, 
that may include the capability to store, organize, identify, and/or provide digital data to 
one or more other devices, such as by use of one or more communications media. A 
digital data library may comprise one or more storage devices, for example, and these 
devices may be abstracted as a logical device, as described previously. A device, such as 
a digital data library, may additionally be capable of receiving additional data and/or 
organizing existing data based on one or more criteria, which may also allow the device to 
search and/or organize additional data, for example. Remote control 178 may comprise a 
device capable of controlling one or more other devices in a network, such as media 
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devices 174 and 176, for example. Remote control 178 may include a user interface 
device, such as a keypad or touch screen, for example, and may allow a user to control 
one or more other devices on the network. In one embodiment, remote control 178 may 
comprise a device, such as a PDA, which may include the capability to communicate with 
5 one or more other devices of LAN 172, such as by radio waves, for example. Gateway 
1 80 may comprise a device capable of sending a request to service proxy 182, for 
example, and may include the capability to connect to a remote device 190, such as by 
accessing the Internet, for example. One or more of these devices, such as Gateway 180, 
for example, may include a data viewing system, which may comprise a web browser, for 
10 example, which would allow a device to access data in an HTTP format, for example. In 
one embodiment, for example, Gateway 180 may comprise a personal computer (PC), 
although the claimed subject matter is not limited in scope in this respect. 

Of course, there are a variety of ways to provide a logical connection between one 
15 or more devices, such as devices coupled to LAN 1 72. Devices such as these may be 
capable of communication by use of one or more communications media, which may 
comprise different media for different devices on the LAN. For example, media device 174 
may communicate by use of infrared signals with remote control 178, and may 
communicate by use of radio waves with media device 176, for example. Additionally, it is 
20 understood that the devices may not use a common protocol for communications. For 
example, one device may communicate by use of the Ethernet Protocol, as defined by the 
Institute for Electrical and Electronics Engineers (IEEE) standard 802.3, 2000 edition 
("Ethernet Specification"), available from IEEE standards, 445 Hoes Lane, P.O. Box 1331, 
Piscataway, NJ, 08855-1331. Additional information may be found on the World Wide 
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Web at the following URL: http://www.ieee.org . Conversely, another device may 
communicate by use of one of the 802.1 1 wireless protocols, as defined by the Institute for 
Electrical and Electronics Engineers (IEEE) standard 802.11, 1999 edition 
("802.11 Specification"), available from IEEE standards, 445 Hoes Lane, P.O. Box 1331, 
5 Piscataway, N J, 08855-1 331 . Additional information may be found on the World Wide 
Web at the following URL: http://www.ieee.orQ . 

It is, of course, now appreciated, based at least in part on the foregoing disclosure, 
that software may be produced capable of performing one or more of the above-described 

10 functions. It will, of course, also be understood that, although particular embodiments have 
just been described, the claimed subject matter is not limited in scope to a particular 
embodiment or implementation. For example, one embodiment may be in hardware, such 
as implemented to operate on a device or combination of devices, as previously 
described, for example, whereas another embodiment may be in software. Likewise, an 

15 embodiment may be implemented in firmware, or as any combination of hardware, 

software, and/or firmware, for example. Likewise, although the claimed subject matter is 
not limited in scope in this respect, one embodiment may comprise one or more articles, 
such as a storage medium or storage media. This storage media, such as, one or more 
CD-ROMs and/or disks, for example, may have stored thereon instructions, that when 

20 executed by a system, such as a computer system, computing platform, or other system, 
for example, may result in an embodiment of a method in accordance with the claimed 
subject matter being executed, such as one of the embodiments previously described, for 
example. As one potential example, a computing platform may include one or more 
processing units or processors, one or more input/output devices, such as a display, a 
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keyboard and/or a mouse, and/or one or more memories, such as static random access 
memory, dynamic random access memory, flash memory, and/or a hard drive, although, 
again, the claimed subject matter is not limited in scope to this example. 

5 In the preceding description, various aspects of the claimed subject matter have 

been described. For purposes of explanation, specific numbers, systems and/or 
configurations were set forth to provide a thorough understanding of the claimed subject 
matter. However, it should be apparent to one skilled in the art having the benefit of this 
disclosure that the claimed subject matter may be practiced without the specific details. In 

10 other instances, well-known features were omitted and/or simplified so as not to obscure 
the claimed subject matter. While certain features have been illustrated and/or described 
herein, many modifications, substitutions, changes and/or equivalents will now occur to 
those skilled in the art. It is, therefore, to be understood that the appended claims are 
intended to cover all such modifications and/or changes as fall within the true spirit of the 

15 claimed subject matter. 
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